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Abst rac t  

The recovery  b lock  scheme has been proposed as one method of pro- 

v i d i n g  f a u l t  t o l e r a n t  so f tware ,  and is  dependent  on t h e  a v a i l a b i l i t y  of 

r e c o v e r a b l e  i n t e r f a c e s  s o  t h a t  any damage caused by an e r roneous  program 

can be r e p a i r e d  by backward e r r o r  recovery .  However, i t  is clear  t h a t  

t h e  i n t e r f a c e  provided by t h e  hardware i n  any p r a c t i c a l  system w i l l  

c o n t a i n  un recove rab le  o b j e c t s .  This  paper  i n v e s t i g a t e s  a method of 

s t r u c t u r i n g  a system i n t o  m u l t i p l e  l e v e l s  so t h a t  a leve l  of s o f t w a r e  

can "hide" t h e  unrecoverable  f e a t u r e s  of an i n t e r f a c e  and p rov ide  a new 

i n t e r f a c e  w i t h  r ecove rab le  o b j e c t s  t o  programs needing  f a c i l i t i e s  f o r  

backward e r r o r  recovery .  The paper d i s c u s s e s  t h i s  o r g a n i z a t i o n  of 

recovery  i n  such a system. 
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b '  

I n  o r d e r  t o  a t t a i n  a h igh  l e v e l  of r e l i a b i l i t y  t h e  d e s i g n e r  o f  a system w i l l  
attempt t o  ensure  first t h a t  the system does n o t  c o n t a i n  f a u l t s ,  and second 
t h a t  t h o s e  f a u l t s  which i t  does conta in  ( s i n c e  t h e  first o b j e c t i v e  w i l l  n o t  be  
achieved)  are t o l e r a t e d  and do n o t  cause  t h e  system t o  fa i l .  An impor t an t  
e lement  i n  any measures f o r  f a u l t  t o l e r a n c e  is  a means o f  3 r r o r  r ecove rv ,  t h a t  
i s  o f  t ransforming  a state of t he  system which (due  t o  some fau l t )  is  
e r roneous  t o  a s ta te  from which the system can con t inue  t o  provide  its 
s p e c i f i e d  s e r v i c e .  

Many o f  t he  er roneous  s ta tes  which can occur  i n  t h e  o p e r a t i o n  o f  a system can 
be a n t i c i p a t e d .  I n  consequence i t  may well be p o s s i b l e  t o  c o n s t r u c t  s p e c i f i c  
e r r o r  recovery  measures t o  r ec t i fy  s u c h  e r r o r s .  Indeed ,  most o f  t he  work on  
t o l e r a n c e  f o r  f a u l t s  i n  t h e  hardware o f  computer systems has  c a t e r e d  o n l y  f o r  
p r e d i c t e d  e r r o r  s i t u a t i o n s  caused by ( a n t i c i p a t e d )  component f a i l u r e s .  
Techniques f o r  coping w i t h  component f a i l u r e  can be embodied i n  the hardware 
i t s e l f  CAvi753, o r  i n  t h e  so f tware  o f  a system i n  t h e  form o f  e x c e p t i o n  
handl ing  r o u t i n e s  CGoo751. However, f a u l t s  i n  t h e  des ign  o f  a system can  lead 
t o  e r roneous  s ta tes  which are  unan t i c ipa t ed  and cannot  be  p r e d i c t e d .  O f  
c o u r s e ,  fau l t s  i n  so f tware  a r e  always due t o  d e f i c i e n c i e s  i n  des ign  and i n  
consequence t h e  t echn iques  which have been q u i t e  e f f e c t i v e  i n  a v e r t i n g  system 
f a i l u r e s  due t o  hardware f a u l t s  a re  inadequa te  and i n a p p r o p r i a t e  as a defence  
a g a i n s t  so f tware  f a u l t s .  

Any technique  f o r  provid ing  recovery i n  a n  u n a n t i c i p a t e d  s i t u a t i o n  must be o f  
a v e r y  g e n e r a l  n a t u r e  and should  n o t  p l a c e  undue r e l i a n c e  on a n  e r roneous  
s t a t e  caused by a des ign  f a u l t .  One such  technique  is  t o  abandon t h e  
e r roneous  s ta te  and r e s t o r e  the o b j e c t s  i n  t h e  system t o  t h e  v a l u e s  which 
p e r t a i n e d  i n  some p r i o r  s ta te .  T h i s  approach has been termed llbackward e r r o r  
recovery" [Ran781 s i n c e  an e a r l i e r  s ta te  is  r e s t o r e d  and some system a c t i v i t y  
i s  i n  consequence abandoned. Backward e r r o r  recovery  i s  an  impor tan t  
t echn ique ,  f o r  i f  it is employed i n  a system then  r ecove ry  can be o b t a i n e d  
from t h e  effects  o f  a w i d e  c l a s s  o f  f a u l t s ,  i n c l u d i n g  t h o s e  o f  d e s i g n .  
Success fu l  r e s t o r a t i o n  o f  a p r i o r  s ta te  e n s u r e s  t h e  e l i m i n a t i o n  o f  a l l  e r r o r s  
gene ra t ed  by any f a u l t  which  occurred a f t e r  t h a t  ea r l ie r  s ta te ;  t h u s  a 
powerful f a u l t  t o l e r a n c e  c a p a b i l i t y  can  be  provided.  

Cons ider ,  f o r  example, t h e  i n t e r f a c e  between t h e  llhardwarell and l lsof twarel l  o f  
a computer sys tem.  The hardware machine i n t e r p r e t s  t h e  machine language  
programs compris ing t h e  so f tware  of t h e  sys tem,  and p rov ides  v a r i o u s  abstract 
o b j e c t s  such  as registers, words o f  memory i n  main s t o r a g e ,  pages o f  data on 
d i s c ,  and I / O  dev ices .  One o f  the  aspects o f  provid ing  f a u l t  t o l e r a n c e  a t  t h e  
so f tware  l e v e l  is  t o  provide  backward e r r o r  recovery  f o r  t h e  o b j e c t s  
manipulated by  t h e  programs. (Objec ts  f o r  which backward e r r o r  r ecove ry  i s  
provided w i l l  be  termed l l recoverablel l  i n  t h i s  pape r . )  The r ecove ry  cache has  
been proposed [Hor74] as a mechanism f o r  p rov id ing ,  by hardware, r ecove ry  f o r  
t h o s e  o b j e c t s  t h a t  r e s i d e  i n  t h e  main s t o r e  o f  t h e  machine,  and it has been 
demonstrated t h a t  t h i s  i s  a f e a s i b l e  and e f f i c i e n t  t echn ique  CAnd76, Shr78,  
Lee791. However, t h e  optimised checkpo in t ing  s t r a t e g y  employed by t h e  
recovery  cache i s  less  appropr i a t e  f o r  t h e  p r o v i s i o n  o f  backward e r r o r  
r ecove ry  f o r  most o f  t h e  o t h e r  o b j e c t s  suppor ted  by the  hardware i n t e r p r e t e r ,  
p a r t i c u l a r l y  f o r  t h o s e  o b j e c t s  which i n t e r a c t  w i t h  t h e  e x t e r n a l  environment Of  
t h e  system. 

T h i s  paper  describes an  approach t o  t h e  c o n s t r u c t i o n  o f  complex sys tems which 
i n v o l v e s  s t r u c t u r i n g  a system i n t o  a h i e r a r c h y  o f  i n t e r f a c e s  o r  l e v e l s  such  
t h a t  a h i g h e r  l e v e l  can provide r e c o v e r a b l e  abstract  o b j e c t s  which i t  



implements from t h e  ( r e l a t i v e l y )  c o n c r e t e  objects  a v a i l a b l e  from a lower 
l e v e l .  Examples of  sys t ems  i n  which a hierarchical m u l t i - l e v e l  approach  has  
been adopted have been descr ibed  i n  t h e  l i t e r a tu re  [Di j68 ,L i s72] ;  a d e t a i l e d  
examinat ion o f  a model o f  r ecove ry  i n  m u l t i - l e v e l  sys tems has  a l s o  been 
pub l i shed  CAnd781. T h i s  paper  c o n s i d e r s  t h e  way i n  which a m u l t i - l e v e l  
r e c o v e r a b l e  system could  be des igned  and i l l u s t r a t e s  t h e  approach by means of  
a s imple  example. Some u s e f u l  o b s e r v a t i o n s  on t h e  p r a c t i c a l  de t a i l s  of  t h e  
approach are made. 

2. Basic & s o  "@rv ConceDts 

F i r s t ,  c o n s i d e r  t h e  s imple  case o f  a program running  on a g i v e n  i n t e r f a c e  L. 
The term r e c o v e r a b i l i t y  i s ,  as i n d i c a t e d  above,  t aken  t o  mean t h e  a b i l i t y  t o  
r e c o v e r  a n  earlier s t a t e  o f  t h e  o b j e c t s  a v a i l a b l e  on an  i n t e r f a c e ,  t h e r e b y  
undoing t h e  effects  o f  o p e r a t i o n s  t h a t  were performed on t h o s e  objects.  To 
p rov ide  such  backward e r r o r  r ecove ry  n e c e s s i t a t e s  t h e  r e c o r d i n g  o f  r ecove rv  
da ta  which can be used f o r  t h i s  s t a t e  r e s t o r a t i o n .  Correspondingly ,  programs 
which manipulate  t he  r ecove ry  data are referred t o  as r e c o v e r p g r o a r a m s .  

I n  t h e  rest of t h i s  paper  i t  w i l l  be assumed t h a t  t h e  fo l lowing  basic r ecove ry  
f e a t u r e s  are a v a i l a b l e  t o  programs executed  on a n  i n t e r f a c e :  

( i )  The i n t e r f a c e  p rov ides  both  r e c o v e r a b l e  and U J  ob.iects. 

(ii> A program can e s t a b l i s h  r ecove rv  Doin ts  which e n s u r e  t h a t  t h e  c u r r e n t  
s t a t e  t h e  r ecove rab le  o b j e c t s  o f  t h e  i n t e r f a c e  i s  ( a t  least  c o n c e p t u a l l y )  
recorded  as recovery data. 

o f  

(iii) Recovery p o i n t s  can  be  d i s c a r d e d  wi th  t h e  e f fec t  t h a t  r ecove ry  data 
main ta ined  f o r  recovery  t o  t h o s e  r ecove ry  p o i n t s  is  d iscarded .  

A r ecove ry  poin t  is  sa id  t o  be  a c t i v e  from when i t  is  establ ished u n t i l  i t  is  
d iscarded .  The term recove rv  r e m  w i l l  be used t o  refer t o  t h e  pe r iod  f o r  
which a recovery p o i n t  is a c t i v e  ( f i g u r e  1 shows two nes t ed  r ecove ry  r e g i o n s ) .  

3. Multi-Level Svstems 

A s y s t e m a t i c  method o f  des ign ing  a complex computer system i s  t o  adopt  a 
hierarchical  approach: s t a r t i n g  from a g i v e n  hardware i n t e r f a c e  LO, a first 
l a y e r  o f  sof tware  is  added t o  o b t a i n  a more a t t r a c t i v e  i n t e r f a c e  L1; t h i s  
p rocess  i s  repea ted  t o  o b t a i n  L 2 ,  and so on.  The r e s u l t i n g  system is  termed 
m u l t i - l e v e l  i n  t h a t  a number o f  i n t e r f a c e s ,  o r  l e v e l s ,  can  be d i s c e r n e d  i n  i ts  
implementat ion.  

The most powerful and g e n e r a l  method o f  p rov id ing  a new i n t e r f a c e  is  t o  use  
i n t e r  Dreta t i o n  t echn iques .  For example,  a new l e v e l  L1 can  be c o n s t r u c t e d  
from an  e x i s t i n g  hardware i n t e r f a c e  LO by p rov id ing  a software-implemented 
i n t e r p r e t e r  I1 (which  i s ,  o f  c o u r s e ,  executed  on LO) .  T h i s  i s  d e p i c t e d  i n  
f i g u r e  2. 

The characterist ic f e a t u r e  o f  t h i s  approach i s  t h a t  a n  i n t e r p r e t e r  has 
comple te  r e s p o n s i b i l i t y  for  t h e  s u p p o r t  of t h e  new i n t e r f a c e  - e v e r y  Opera t ion  
performed by a program I 2  on o b j e c t s  a v a i l a b l e  on  L1  i n  f i g u r e  2 i s  d i r e c t l y  
suppor t ed  by 11. The d e s i g n  of  a m u l t i - l e v e l  -system can  be  s i m p l i f i e d  by t h e  
adop t ion  o f  i n t e r p r e t a t i o n  t e c h n i q u e s  because  the  implementa t ion  o f  each of  
t h e  l e v e l s  supported by i n t e r p r e t a t i o n  i s  comple t e ly  independent  o f  t h e  
implementat ion of  t h e  unde r ly ing  l e v e l s .  For  example,  i n  f i g u r e  2 t h e  
r e c o v e r a b i l i t y  o f  t h e  o b j e c t s  a v a i l a b l e  on LO has  no d i r ec t  b e a r i n g  on t h e  
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r e c o v e r a b i l i t y  of  o b j e c t s  a v a i l a b l e  on L1. Any r ecove ry  f e a t u r e s  a v a i l a b l e  on  
L 1  have t o  b e  e x p l i c i t l y  provided by 11 .  

The major p r a c t i c a l  d i sadvan tage  wi th  i n t e r p r e t a t i o n  is  i n  t h e  s u b s t a n t i a l  
overhead which i t  i n c u r s .  Indeed ,  i f  i t  is  d e s i r e d  t h a t  a new i n t e r f a c e  L1 i s  
t o  have many f e a t u r e s  i n  common w i t h  t h e  unde r ly ing  i n t e r f a c e  LO t h e n  
i n t e r p r e t a t i o n  can b e  a c o s t l y  technique  t o  u t i l i s e .  There i s  a n  a l t e r n a t i v e  
t o  f u l l  i n t e r p r e t a t i o n :  i f  t h e  hardware machine makes a v a i l a b l e  s u f f i c i e n t l y  
powerful e x t e n s  i o n  f a c i l i t i e s  then i t  may n o t  be n e c e s s a r y  t o  s u p p o r t  new 
i n t e r f a c e s  by f u r t h e r  l e v e l s  o f  i n t e r p r e t a t i o n ;  i n s t e a d ,  these may be provided  
by ex tend ing  t h e  hardware provided f e a t u r e s .  F i g u r e  3 i l l u s t r a t e s  a computer 
system i n  which t h e  hardware-provided i n t e r f a c e  LO ( i t s e l f  suppor t ed  by a 
hardware-implemented i n t e r p r e t e r  I O )  p rov ides  e x t e n s i o n  fac i l i t i es .  Each new 
i n t e r f a c e  L i  ( i  = 1 , 2 )  i s  cons t ruc t ed  as  an  e x t e n s i o n  o f  Li-1,  t h e  e x t e n s i o n  
be ing  implemented by means o f  a program E i  which is  executed  on t h e  i n t e r f a c e  
Li-1 . 
Each program E i  i s  referred t o  as an i n t e r w e t e r  e x t e n s i o n  . Every i n t e r a c t i o n  
w i t h  t h e  i n t e r f a c e  L2 i s  f irst  examined by t h e  unde r ly ing  i n t e r p r e t e r  I O ,  
which de te rmines  whether t h a t  i n t e r a c t i o n  i s  d i r e c t l y  suppor t ed  by I O  i t s e l f  
o r ,  i f  n o t ,  which o f  t h e  i n t e r p r e t e r  e x t e n s i o n s  (El ,E2)  does  s u p p o r t  t ha t  
i n t e r a c t i o n .  Thus, t h e  i n t e r a c t i o n s  o f  a program may b e  suppor t ed  by any  
lower  e x t e n s i o n s  o r  by I O .  The l a y o u t  o f  f i g u r e  3 is  in t ended  t o  i n d i c a t e  
t h a t  i n t e r f a c e s  LO, L1 and L2 have many behav ioura l  p r o p e r t i e s  i n  common. 

ExamDle: 
The nuc leus  of most o p e r a t i n g  sys t ems  can  b e  regarded as a n  i n t e r p r e t e r  
e x t e n s i o n  which p rov ides  a u s e r  i n t e r f a c e  from t h e  unde r ly ing  hardware 
i n t e r f a c e  by  removing c e r t a i n  p r i v i l e g e d  i n s t r u c t i o n s  and adding  a s e t  o f  
' o p e r a t i n g  system c a l l '  i n s t r u c t i o n s .  

The p o t e n t i a l  advantage  t o  be gained from us ing  a n  i n t e r p r e t e r  e x t e n s i o n  t o  
implement a new i n t e r f a c e  (when t h i s  is  p o s s i b l e )  i n  p r e f e r e n c e  t o  a f u r t h e r  
l e v e l  o f  i n t e r p r e t a t i o n  i s  i n  avoid ing  t h e  overhead t h a t  t h e  l a t t e r  e n t a i l s .  
It should  be noted t h a t  t o  a program be ing  executed  on a n  i n t e r f a c e ,  i t  i s  
comple t e ly  immaterial whether t h a t  i n t e r f a c e  i s  implemented by a n  i n t e r p r e t e r  
e x t e n s i o n  o r  no t .  

A s  d i s c u s s e d  above, t h e  advantages of f u l l  i n t e r p r e t a t i o n  i n  t h e  
implementat ion o f  m u l t i - l e v e l  systems may be  d iminished  by t h e  overheads  
i n c u r r e d ,  and i t  i s  l i k e l y  t h a t  many prac t ica l  m u l t i - l e v e l  sys tems w i l l  be 
c o n s t r u c t e d  us ing  i n t e r p r e t e r  ex tens ions .  Thus t h e  rest  of t h i s  paper  
c o n c e n t r a t e s  on t h e  p r o v i s i o n  of r e c o v e r a b l e  i n t e r f a c e s  by means o f  a 
h i e r a r c h y  o f  i n t e r p r e t e r  ex tens ions .  I n  o r d e r  t o  i l l u s t r a t e  t h e  d i s c u s s i o n  a 
s i m p l e  example m u l t i - l e v e l  system w i l l  be  p re sen ted .  

The example sys tem i n  which t h e  p rov i s ion  o f  r e c o v e r a b l e  i n t e r f a c e s  i s  b e  
cons ide red  is  a rudimentary  f i l i n g  system; i t  s u p p o r t s  o n l y  a s i n g l e  f i l e  f o r  
use by a s i n g l e  u s e r .  The implementation o f  t h e  system i s  as  dep ic t ed  i n  
f i g u r e  3 ,  and has t h e  fo l lowing  character is t ics .  

t o  

LO: Among t h e  o b j e c t s  a v a i l a b l e  on LO are v a r i a b l e s  he ld  i n  main memory, and 
d i s c  pages h e l d  on secondary  s to rage .  The d i s c  i s  accessed by means o f  t h e  
o p e r a t i o n s  ' readdisc '  and 'wr i t ed i sc ' .  These o b j e c t s  and the o p e r a t i o n s  t o  
man ipu la t e  them are suppor ted  by the  unde r ly ing  i n t e r p r e t e r  I O .  

- 3- 



L1:  The i n t e r p r e t e r  e x t e n s i o n  El ex tends  LO by p rov id ing  o p e r a t i o n s  t o  
a c q u i r e  and release d isc  pages ( o p e r a t i o n s  ' g e t d i s c p a g e '  and 
' r e l e a s e d i s c p a g e ' ) ,  m a i n t a i n i n g  a l ist  o f  t h e  free d i s c  pages i n  main memory. 

L 2 :  The second i n t e r p r e t e r  e x t e n s i o n  E2 p r e v e n t s  t he  u s e r  program P from 
d i r e c t l y  access ing  t h e  d i s c  pages.  I n s t e a d ,  P i s  g i v e n  access t o  a f i l e ;  t h e  
u s e r  views t h i s  f i l e  a s  a n  indexed sequence o f  l i n e s  o f  t e x t ,  w i t h  o p e r a t i o n s  
' o p e n f i l e ' ,  ' c l o s e f i l e '  , ' r e a d l i n e '  and ' w r i t e l i n e ' .  The c o n c r e t e  
r e p r e s e n t a t i o n  maintained by E2 f o r  t h e  f i l e  c o n s i s t s  of a set of t h e  
un recove rab le  d i s c  pages,  a copy ( c a l l e d  ' p a g e b u f f e r ' )  o f  t h e  most r e c e n t l y  
a c c e s s e d  d i s c  page, and a n  a r r a y  o f  d i s c  page addresses ( c a l l e d  ' f i l e m a p ' ) .  
The o b j e c t s  pagebuffer and f i l e m a p  are  h e l d  i n  main memory. Each e n t r y  i n  
f i l e m a p  p o i n t s  t o  one  of t h e  d i s c  pages c u r r e n t l y  r e p r e s e n t i n g  t h e  f i l e .  When 
P accesses the  f i l e ,  e i ther  t o  r ead  o r  write a l i n e ,  t he  access is a c t u a l l y  
a p p l i e d  (by  E2) t o  pagebuffer .  If t h e  l i n e  i n  q u e s t i o n  is  n o t  p r e s e n t ,  because  
pagebuf fe r  is  empty o r  c o n t a i n s  t h e  wrong d isc  page,  t h e n  t h e  r e l e v a n t  d i s c  
page is cop ied  i n t o  pagebuf fe r  ( i f  pagebuf fe r  c o n t a i n s  a n  updated d i s c  page 
t h e n  t h i s  must first b e  cop ied  back t o  t h e  d i s c ) .  

5. P r o v i s i o n  nf Recoverv 

I f  backward e r r o r  r e c o v e r y  is  t o  be provided t o  a program i n  a system w i t h  
i n t e r p r e t e r  e x t e n s i o n s ,  t h e n  whenever t h e  program man ipu la t e s  a r e c o v e r a b l e  
object w i t h i n  a r ecove ry  r e g i o n ,  i t  must be ensured t h a t  t h e  n e c e s s a r y  
r e c o v e r y  d a t a  is reco rded .  I f  t h e  r e c o v e r a b l e  o b j e c t  i s  suppor t ed  by t h e  
unde r ly ing  i n t e r p r e t e r  t h e n  t h e  r ecove ry  data w i l l  b e  ma in ta ined  by t h e  
i n t e r p r e t e r .  S i m i l a r l y ,  a n  i n t e r p r e t e r  e x t e n s i o n  may need t o  r e c o r d  r e c o v e r y  
data so t h a t  i t  can p rov ide  r ecove ry  t o  any  r e c o v e r a b l e  o b j e c t s  i t  Suppor t s .  

It w i l l  be assumed t h a t  t h e  unde r ly ing  i n t e r p r e t e r  I O  o f  t h e  f i l e  system 
example provides  r e c o v e r y  f o r  v a r i a b l e s  i n  main memory, b u t  n o t  f o r  d i s c  pages 
( t h a t  is ,  words o f  main memory a re  r e c o v e r a b l e  and d i s c  pages are 
u n r e c o v e r a b l e ) .  Although t h e  first e x t e n s i o n  ( E l )  p r o v i d e s  no r e c o v e r y  
f e a t u r e s ,  t h e  second e x t e n s i o n  (E21 i s  i n t e n d e d  t o  p rov ide  a r e c o v e r a b l e  f i l e ;  
s i n c e  t h e  f i l e  i s  implemented on d i s c  as wel l  as  i n  main s t o r a g e ,  E 2  w i l l  have 
t o  i n c l u d e  recovery programs and da ta ,  a s  i s  d e p i c t e d  i n  f i g u r e  4 .  

I n  o r d e r  t h a t  an e x t e n s i o n ,  such as E2 i n  f i g u r e  4 ,  can  perform t h e  n e c e s s a r y  
a c t i o n s  for  recovery,  t h e  unde r ly ing  i n t e r p r e t e r  must invoke t h e  e x t e n s i o n  
whenever a program u s i n g  t h a t  e x t e n s i o n  es tab l i shes  o r  d i s c a r d s  a r e c o v e r y  
p o i n t  as  w e l l  a s  whenever r ecove ry  i s  r e q u i r e d .  When r e c o v e r y  i s  r e q u i r e d  f o r  
P ( t h e  u s e r  o f  t h e  f i l e  system) then  t h e  e x t e n s i o n  E2 must restore t h e  p r i o r  
s t a t e  o f  t h e  f i l e  and t h e  i n t e r p r e t e r  I O  must r e s t o r e  t h o s e  v a r i a b l e s  o f  P 
which are he ld  i n  main memory. 

The basis  o f  one method by which E2 cou ld  p r o v i d e  r e c o v e r y  fo r  the  f i l e  i s  as 
f o l l o w s :  whenever P es tabl ishes  a r ecove ry  p o i n t ,  E2 must e n s u r e  t h a t  t h e  d i s c  
pages which r e p r e s e n t  t h e  f i l e  are n o t  s u b s e q u e n t l y  o v e r w r i t t e n .  When 
pagebuf fe r  i s  t o  b e  cop ied  back t o  t h e  d i s c ,  i n s t e a d  o f  o v e r w r i t i n g  t h e  
o r i g i n a l  d i s c  page, a n  unused d i s c  page i s  a c q u i r e d  and pagebuf fe r  i s  w r i t t e n  
t o  t h i s  new page. C l e a r l y ,  t h e  a p p r o p r i a t e  e n t r y  i n  f i l e m a p  must b e  changed 
t o  p o i n t  t o  the  new d i s c  page, and i n  consequence t h e  d i s c  a d d r e s s  of t h e  o l d  
d i s c  page must be r eco rded  as  r e c o v e r y  da t a  by E2. 

An i n t e r p r e t e r  e x t e n s i o n  can  i t s e l f  make u s e  o f  r e c o v e r a b l e  o b j e c t s ,  e i ther  i n  
c o n j u n c t i o n  wi th  i t s  own u s e  of r ecove ry  p o i n t s  o r  s imply  f o r  convenience i n  
r e p r e s e n t i n g  o b j e c t s  maintained by t h e  e x t e n s i o n .  
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I n  t h e  f i l e  system, t h e  o b j e c t s  f i l e m a p  and pagebuffer  used by E2 are 
recove rab le  s i n c e  they  reside i n  main s t o r a g e .  The q u e s t i o n  which w i l l  now be 
cons ide red  i s  whether r e c o v e r a b l e  o b j e c t s  used by a n  i n t e r p r e t e r  e x t e n s i o n  
should  be  r e s t o r e d  by t h e  underlying i n t e r p r e t e r  when r ecove ry  is  provided t o  
a program which has  c a l l e d  t h e  ex tens ion .  For example, should  r ecove ry  o f  P 
cause t h e  o b j e c t s  f i l emap and pagebuffer  t o  b e  r e s t o r e d  by I O ?  

6 .  D i s i o i n t  a J n c l u s i v e  Re coverv 
- -  

The d i s t i n c t i o n  between t h e  two recovery schemes d i scussed  below stems from 
t h e  way i n  which an  i n t e r p r e t e r  ex tens ion  is  regarded  as f i t t i n g  i n t o  t h e  
s t r u c t u r e  o f  t h e  system. A s  i ts name suggests, an  i n t e r p r e t e r  e x t e n s i o n  is an  
e x t e n s i o n  o f  an under ly ing  i n t e r p r e t e r  and could  t h e r e f o r e  be  regarded as 
be ing  a p a r t  o f  t h a t  i n t e r p r e t e r  ( a t  leas t  c o n c e p t u a l l y ) ,  and hence 
independent  ( o r  d i s j o i n t )  from any c a l l i n g  program. I f  t h e  e x t e n s i o n  and 
c a l l i n g  program are  regarded  a s  d i s j o i n t  components o f  t h e  system it  seems 
l e g i t i m a t e  t h a t  recovery  f o r  one should  n o t  imply t h a t  any  r ecove ry  i s  
r e q u i r e d  f o r  t h e  o t h e r .  I n  consequence an  ex tens ion  would be wholly 
r e s p o n s i b l e  f o r  t h e  recovery  of  o b j e c t s  i t  was ma in ta in ing .  A scheme o f  
r ecove ry  f o r  m u l t i - l e v e l  sys t ems  having these charac te r i s t ics  i s  termed a 
d i s i o i n t  recoverv  scheme. 

I f  d i s j o i n t  recovery  is  adopted f o r  t h e  f i l e  sys t em then  the  o b j e c t s  f i l e m a p  
and pagebuffer  would n o t  be  r e s t o r e d  t o  t h e i r  p r i o r  s ta tes  by I O  when r ecove ry  
is provided t o  P. E2 must still be able t o  r e s t o r e  t h e  p r i o r  s t a t e  o f  t h e  
f i l e  - b u t  t h i s  i s  e a s i l y  achieved.  The recovery  data recorded  by E2 s imply  
needs t o  i n d i c a t e  which f i l emap  e n t r i e s  must be r e s t o r e d  and t h e  d i s c  
addresses t o  which t h e y  should be r e s e t  ( t h a t  is ,  t h e  address o f  t h e  o l d  d i s c  
pages d i scussed  i n  t h e  previous  s e c t i o n ) .  Using t h i s  i n fo rma t ion ,  E2 can  
reset  f i l emap  t o  i t s  s t a t e  a t  t h e  time t h e  recovery  p o i n t  was establ ished and 
can a l s o  r e l e a s e  t h e  new d i s c  pages t h a t  had been a c q u i r e d .  Note t h a t  
pagebuffer  need n o t  be  r e s t o r e d .  The recovery  program o f  E2 merely empt i e s  
pagebuffer  s i n c e  any subsequent  access  o f  t h e  f i l e  by P w i l l  r e s u l t  i n  a d i s c  
page being copied i n t o  pagebuffer .  A l l  o f  these a c t i o n s  e n s u r e  t h a t  the  f i l e  
i s  r e s t o r e d  t o  t h e  a b s t r a c t  s t a t e  which e x i s t e d  when P e s t a b l i s h e d  t h e  
r ecove ry  p o i n t .  T h i s  example a l s o  i l l u s t r a t e s  t h a t  p r o v i s i o n  of t h e  
a b s t r a c t i o n  of recovery  f o r  an o b j e c t  does n o t  imp ly  t h a t  a n  e x a c t  p r i o r  s ta te  
o f  t h a t  o b j e c t  must be r e s t o r e d ;  t h e r e  may be many c o n c r e t e  states which have 
t h e  same a b s t r a c t  s ta te .  The d i s j o i n t  recovery  scheme can take advantage o f  
t h i s ,  as i l l u s t r a t e d  here, when provid ing  recovery .  ( A  more de ta i led  
e l a b o r a t i o n  of  t h e  f i l e  sys t em program of E2 w i t h  d i s j o i n t  r ecove ry  i s  
s u p p l i e d  i n  t h e  Appendix.) 

There i s  a second way i n  which an ex tens ion  may be regarded  as f i t t i n g  i n t o  
t h e  s t r u c t u r e  o f  t h e  system. Instead o f  t a k i n g  an  e x t e n s i o n  t o  be d i s j o i n t  
from a c a l l i n g  program an a l t e r n a t i v e  i s  t o  r ega rd  t h e  c a l l i n g  program as 
be ing  i n c l u s i v e  o f  t h e  ex tens ion ,  t h e  ex tens ion  then  be ing  regarded as a 
n e s t e d  component o f  t h e  c a l l i n g  program. It then  seems n a t u r a l  t h a t  r ecove ry  
o f  t h e  c a l l i n g  program should a l s o  i n c l u d e  r ecove ry  o f  t h e  e x t e n s i o n .  I n  
consequence an ex tens ion  would only need t o  r eco rd  and ma in ta in  r ecove ry  data 
r e l a t i n g  t o  t h e  use o f  any unrecoverable  o b j e c t s  i t  man ipu la t e s  on beha l f  o f  a 
c a l l i n g  program; recovery  of  any r ecove rab le  o b j e c t s  used by t h e  ex tens ion  
would be a u t o m a t i c a l l y  provided by lower e x t e n s i o n s  o r  by t h e  under ly ing  
i n t e r p r e t e r .  A scheme of recovery f o r  m u l t i - l e v e l  sys tems having  these 
characterist ics i s  termed an  i n c l u s i v e  r ecove rv  scheme. 

I f  i n c l u s i v e  recovery  is adopted f o r  t h e  f i l e  system t h e n  when r ecove ry  is 
invoked f o r  P ,  t h e  p r i o r  s t a t e s  o f  f i l e m a p  and pagebuffer  w i l l  be 
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a u t o m a t i c a l l y  r e s t o r e d  by I O .  A s  w i th  t h e  d i s j o i n t  scheme, E2 must a c q u i r e  
new d isc  pages t o  avoid  o v e r w r i t i n g  t h e  d i s c  pages which r e p r e s e n t e d  the f i l e  
a t  the  time t h e  recovery  p o i n t  was es tab l i shed .  Automatic r e s t o r a t i o n  o f  
f i l emap  t h u s  ensures t h a t  t h e  f i l e  i s  r e s t o r e d  t o  i ts  p r i o r  s ta te ,  and t h e  
r ecove ry  program of E2 merely has t o  release t h e  newly a c q u i r e d  d i s c  pages ,  
t h e  addresses of which would have been recorded  as  r ecove ry  data (see t h e  
Appendix for a more detailed d e s c r i p t i o n ) .  

One compl ica t ion  which arises w i t h  i n c l u s i v e  r ecove ry  concerns  t h e  r ecove ry  
data maintained by t h e  e x t e n s i o n  ( such  as t h e  addresses o f  newly acqu i red  disc  
pages i n  t h e  f i l e  sys tem) .  If t h i s  data i s  r e t a i n e d  i n  r e c o v e r a b l e  objects 
(pe rhaps  t o  enhance t h e  recovery  c a p a b i l i t i e s  o f  t h e  e x t e n s i o n  i t s e l f )  t h e n  
t h i s  in format ion  would be l o s t  i f  t h e  o b j e c t s  were r e s t o r e d  by t h e  unde r ly ing  
i n t e r p r e t e r  before  t h e  recovery  program o f  t h e  e x t e n s i o n  was executed .  Th i s  
d i f f i c u l t y  can be avoided i n  a number o f  ways. The s i m p l e s t ,  b u t  least  
acceptable, approach i s  t o  s t i p u l a t e  t h a t  t h e  r ecove ry  data o f  a n  e x t e n s i o n  
must b e  maintained i n  unrecoverable  o b j e c t s ;  u n f o r t u n a t e l y  t h e  r ecove ry  
programs o f  t h e  ex tens ion  are then  unable  t o  d e r i v e  any l o c a l  b e n e f i t  from the  
recovery  c a p a b i l i t y  o f  t h e  under ly ing  i n t e r p r e t e r .  The most g e n e r a l  s o l u t i o n  
is t o  allow an  ex tens ion  t o  s p e c i f y  t h a t  t h e  p r o v i s i o n s  o f  d i s j o i n t  r ecove ry  
should  be app l i ed  t o  t h e  o b j e c t s  i t  u s e s  t o  hold recovery  data. The code 
presented  i n  t h e  Appendix assumes t h a t  t h i s  s t r a t e g y  i s  be ing  employed. 
A l t e r n a t i v e l y ,  i t  may be  p o s s i b l e  t o  ensu re  t h a t  t h e  r ecove ry  programs o f  an  
ex tens ion  are executed be fo re  r ecove ry  is provided by t h e  unde r ly ing  
i n t e r p r e t e r .  I n  a m u l t i - l e v e l  system t h i s  i m p l i e s  t h a t  when r ecove ry  i s  
r e q u i r e d  f o r  a program, t h e  under ly ing  i n t e r p r e t e r  must invoke t h e  r ecove ry  
programs o f  a l l  r e l e v a n t  e x t e n s i o n s  i n  o r d e r  from r i g h t  t o  l e f t ,  t h a t  is  from 

t o  llleastll abstract. (The adop t ion  o f  t h i s  s t r a t e g y  would a l s o  a l l o w  
minor o p t i m i s a t i o n s  o f  t h e  code presented  i n  t h e  Appendix t o  be made.) 

7 .  General. Gome n t g  QI~  & C O V e r V  Schemes ja j&2 &am~le 

A t  a s u p e r f i c i a l  l e v e l ,  there would appear t o  be o n l y  minor d i f f e r e n c e s  
between t h e  implementation o f  r ecove ry  i n  t he  example system u t i l i s i n g  
d i s j o i n t  o r  i n c l u s i v e  recovery .  C e r t a i n l y ,  i t  would be  wrong t o  t r y  t o  draw 
f i r m  conclus ions  abou t  t h e  u s e f u l n e s s  o f  e i t he r  scheme based on t h i s  s imple  
example. It is  claimed t h a t  bo th  schemes provide  e x a c t l y  t h e  same a b s t r a c t i o n  
Of  r ecovery  t o  t h e  u s e r  o f  t h e  f i l e  (P) and,  as  expec ted ,  i t  is  n e c e s s a r y  t o  
i n v e s t i g a t e  the  implementat ion o f  t h i s  a b s t r a c t i o n  i n  E2 t o  d i s t i n g u i s h  t h e  
schemes. 

A s  far a s  recovery i s  concerned,  t he  implementat ion o f  t h e  d i s j o i n t  scheme 
n a t u r a l l y  has  t o  do  more work than  t h a t  o f  t h e  i n c l u s i v e  scheme. However, i n  
t h i s  example t h e  e x t r a  work t u r n s  o u t  t o  be r e l a t i v e l y  minor because ,  s i n c e  
t h e  d i s j o i n t  scheme g i v e s  f u l l  c o n t r o l  over  r ecove ry ,  i t  i s  p o s s i b l e  t o  adopt  
a r easonab ly  e f f i c i e n t  method o f  r e s t o r i n g  a c o n c r e t e  state o f  t h e  f i l e  i n  
o r d e r  t o  provide t h e  a b s t r a c t i o n  o f  r ecove ry .  Thus, f o r  example,  pagebuffer  
does n o t  need t o  be r e s t o r e d  t o  t he  s ta te  t h a t  p e r t a i n e d  when P e s t ab l i shed  a 
recovery  p o i n t .  I n  c o n t r a s t ,  w i t h  t h e  i n c l u s i v e  scheme, pagebuffer  is  
r e s t o r e d  au tomat i ca l ly  wi thout  c o s t  ( s t r i c t l y ,  a t  t h e  c o s t  o f  r ecove ry  data i n  
t h e  lower machine). The d i s j o i n t  scheme does  i n c u r  t h e  c o s t  o f  the  d isc  
access t o  reset pagebuffer  when the  f i l e  i s  n e x t  accessed by P. It should  
a l s o  be noted t h a t  i f  t he  ' ge td i scpage '  and ' r e l e a s e d i s c p a g e '  p rocedures  of  E l  
were made recoverable  by E l  t hen  there would b e  no need whatsoever  f o r  a 
recovery  program i n  E2 w i t h  t h e  i n c l u s i v e  r ecove ry  scheme. However, t h e  
r e c o v e r a b i l i t y  provided by E l  would have no impact  on t h e  r ecove ry  program o f  
E2 i n  t h e  d i s j o i n t  scheme. 

4 

J 
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On t h e  o t h e r  hand, t h e  d i s j o i n t  scheme has t o  checkpoin t  i n fo rma t ion  
main ta ined  i n  main memory about t h e  f i l e  s t a t u s  when a recove ry  p o i n t  i s  
e s t a b l i s h e d .  I n  t h e  c u r r e n t  example there is  minimal i n fo rma t ion ;  a more 
p r a c t i c a l  f i l e  system which maintained o t h e r  s ta te  in fo rma t ion  (time, data 
a l te red ,  owner, s i z e ,  ... ) would n e c e s s i t a t e  t h e  r e c o r d i n g  o f  a d d i t i o n a l  
i n fo rma t ion  as recovery  data o f  t h e  d i s j o i n t  scheme. 

The example a l s o  h i g h l i g h t s  the problems o f  r e c o r d i n g  r ecove ry  data i n  
r ecove rab le  o b j e c t s  w i t h  t h e  i n c l u s i v e  r ecove ry  scheme. Anderson, Lee and 
S h r i v a s t a v a  [And781 s ta ted  t h a t  the  n a t u r a l  o r d e r  f o r  r ecove ry  of t h e  
e x t e n s i o n s  is  from l e a s t  t o  most abstract .  However, i t  has been shown tha t  
p rov id ing  recovery  i n  t h e  r eve r se  o r d e r  would provide  t h e  desired effect and 
would s i m p l i f y  t h e  system i n  t h a t  t h e  o b j e c t s  used t o  hold r ecove ry  data would 
n o t  need t o  be s p e c i a l l y  i d e n t i f i e d  and dea l t  wi th .  Indeed ,  t h e  r e c o r d i n g  o f  
r ecove ry  data may be s i m p l i f i e d  by t h e  adop t ion  o f  t h i s  s t r a t e g y .  

It is  l i k e l y  t h a t  e x t e n s i o n s  themselves c o n t a i n  f a u l t s .  It should  be noted  
t h a t  n e i t h e r  recovery  scheme prec ludes  an e x t e n s i o n  from establishing i ts  own 
l o c a l  recovery  p o i n t s  as part of its f a u l t  t o l e r a n c e  strategies. Indeed ,  t h i s  
may be cons idered  necessa ry  t o  provide  r e l i ab le  ex tens ion  o p e r a t i o n ,  a l though  
t h e  s i m p l e  example presented  here c o n t a i n s  no such  s t r a t e g i e s .  

By d i s c u s s i n g  t h e  d e t a i l s  o f  the  p r o v i s i o n  o f  backward e r r o r  r ecove ry  i n  a 
v e r y  s i m p l e  f i l e  system, the s a l i e n t  characterist ics o f  two schemes O f  
r ecove ry  i n  m u l t i - l e v e l  sys t ems  have been p resen ted .  The d i s j o i n t  scheme 
g i v e s  complete  c o n t r o l  over  recovery t o  an  e x t e n s i o n  b u t  o n l y  a t  t he  p r i c e  of  
having t o  re-implement recovery when t h a t  provided by the  unde r ly ing  
i n t e r p r e t e r  could  have been adequate .  The . i n c l u s i v e  scheme e n a b l e s  a n  
e x t e n s i o n  t o  take advantage of t h e  r ecove ry  provided by t h e  unde r ly ing  
i n t e r p r e t e r  i n  provid ing  i t s  own recove ry  c a p a b i l i t y ,  b u t  is compl ica ted  by 
the  need t o  o b t a i n  d i s j o i n t  recovery f o r  its recovery  data. A p r a c t i c a l  
s o l u t i o n  t o  t h i s  problem has been d i scussed .  The example system a l s o  
i l l u s t r a t e s  how unrecoverable  f e a t u r e s  o f  a low l e v e l  i n t e r f a c e  can  b e  
e l i m i n a t e d  by r e p l a c i n g  them wi th  r e c o v e r a b l e  abstract o b j e c t s  i n  a new 
i n t e r f a c e .  A r ea sonab ly  d e t a i l e d  e l a b o r a t i o n  o f  t h e  f i l e  system program o f  E2 
is a t t a c h e d  as an  Appendix. 
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The code which f o l l o w s  is  w r i t t e n  i n  a Pascal-like language.  The p rocedures  
which are made a v a i l a b l e  t o  t h e  u s e r  program P (as  o p e r a t i o n s )  are 
d i s t i n g u i s h e d  by t h e  keyword entr_y. To make i t  clear t o  the r e a d e r  which 
o p e r a t i o n s  are provided by t h e  ex tens ion  E l  and which by t h e  i n t e r p r e t e r  I O ,  
i n v o c a t i o n  o f  such  o p e r a t i o n s  w i l l  b e  p r e f i x e d  by and rrIO.ll 
r e s p e c t i v e l y .  The es ta  b l i s h r p ,  d i s c a r d r p  and recover p rocedures  are those 
which i t  is assumed are a u t o m a t i c a l l y  invoked by I O  as noted i n  t h e  paper .  

The d e c l a r a t i o n s  o f  a number o f  procedures have been o m i t t e d  for  b r e v i t y .  The 
t a s k s  performed by p rocedures  r e a d l i n e ,  c o n v e r t ,  put-in-cache and extract- 

I' from-cache should be clear from t h e i r  names and i n v o c a t i o n s .  P rocedures  
i n i t i a l i s e - c a c h e  and t idy-up-cache a r e  mere ly  t o  a l l o w  f o r  any n e c e s s a r y  
upda t ing  o f  t h e  housekeepingvars  o f  the cache.  Procedure cache ing - requ i r ed  
de te rmines  whether r ecove ry  d a t a  m u s t  b e  e n t e r e d  i n  t h e  r e c o v e r y  c a c h e ,  
acco rd ing  t o  whether t h e  d i sc  page which would have been o v e r w r i t t e n  i S  one 
which r e p r e s e n t e d  a p a r t  o f  t h e  f i l e  a t  t h e  time t h e  r e c o v e r y  p o i n t  was 
e s t a b l i s h e d .  

* 

A s  a f u r t h e r  s i m p l i f i c a t i o n ,  r ecove ry  i n  t h e  example is o n l y  c o n s i d e r e d  f o r  a 
s i n g l e  r ecove ry  p o i n t .  The elementary m o d i f i c a t i o n s  n e c e s s a r y  t o  cope wi th  
m u l t i p l e  nes t ed  r ecove ry  r e g i o n s  are l e f t  as a n  e x e r c i s e  f o r  the  i n t e r e s t e d  
reader. 

Code is p resen ted  f o r  E2 w i t h  d i s j o i n t  r e c o v e r y ,  and t h e n  f o r  E2 wi th  
i n c l u s i v e  recovery.  

c o n s t a n t  f il emaplocation = . . . * , "address f o r  d i s c  copy o f  f i lemap" 
tvDe f i lemapindex = (1 .  .N); 

d i s c a d d r e s s  = . . .; 
c a c h e e n t r y  = r eco rd  oldpage : d i s c a d d r e s s ;  

i ndex  : fi lemapindex 
end r eco rd  ; 

l i n e  = ...; 
- v a r  f i l e m a p  : array [ f i lemapindex]  sf d i s c a d d r e s s ;  

pagebuf fe r  : array [l..M] af l i n e ;  
ac t ivepageno  : (0 . .  N) ; "filemapindex o f  d i s c p a g e  

c u r r e n t l y  i n  pagebuf fert1 
w r i t t e n t o  : boolean; 
s t a t u s  : (open ,  c l o s e d )  ia i&Ly 1 c l o s e d ;  
cache : r e c o r d  housekeepingvars  : ...; 

o l d f i l e s t a t u s  : ( o p e n , c l o s e d ) ;  
r e g i o n  : a r r a v  [ l . . P ]  of c a c h e e n t r y ;  

endrecord; 
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e n t r v  p r o c e d u r e  o p e n f i l e ;  
beain s t a t u s  = open L l l g ~  s i g n a l e r r o r  

b e a i n  
I O .  readdisc( f i l emap loca t ion ,  f i lemap) ; "read f i lemap i n t o  core" 
activepageno:=O; w r i t t e n t o : = f a l s e ;  s t a t u s : = o p e n ;  
end; 

g@ o p e n f i l e ;  

entrv procedu. re c lose f  i l e  ; 
beain If s t a t u s  = closed then  s i g n a l e r r o r  g.ke 

b e a i n  w r i t t e n t o  t h e q  copybackpagebuffer;  
I O .  writedisc( f i l emap loca t ion ,  f i l emap)  ; ''assume w r i t t e n  to" 
s t a t u s  :=c losed ;  
d; - end c l o s e f i l e ;  

e n t r y  p r o c e d u r e  w r i t e l i n e (  l i n e n o  : i n t e g e r  , l i n e c o n t e n t s  : l i n e )  ; 
- v a r  pageno : fi lemapindex; displacement  : i n t e g e r ;  
b e a i n  if s t a t u s  = closed s i g n a l e r r o r  l2b.e 

b e a i n  convert(lineno,pageno,displacement); 
getpage( pageno) ; 
pagebuffer[displacement]:=linecontents; 
w r i t t e n  t o  : = t r u e ;  
end; 

w r i t  e l i n e  ; 

p r o c e d u r e  getpage(pagenumber : f i l emap index) ;  
beain if pagenumber = ac t ivepageno  $hen r e t u r n ;  
- i f  w r i t t e n t o  &&Q copybackpagebuffer;  
I O  . re a d d i  sc ( f il emap[ act i v e  pageno], pageb uf f er  ; 
ac t ivepageno : =pagenumber; 
w r i t  t e n  t o  : = fa1 se ; 
- end getpage; 

procedu r g  copybackpagebuf fe r ;  
- v a r  newpage : d i s c a d d r e s s ;  
beaiu if cacheing-required mq l l record  r ecove ry  data" 

b e a i n  newpage: = E l  .getdiscpage; 
"cache o l d  d i s c  page address and i t s  f i l e m a p  index" 
put-in-cache( filemap[ index] ,  i ndex)  ; 
filemap[ index]  :=newpage; "reset f i l emap  f o r  new page" 
a; 

IO.writedisc(filemap[ index] , p a g e b u f f e r ) ;  
- end copybackpagebuffer;  



" recove ry  procedures  - e s t a b l i s h  a r ecove ry  p o i n t ,  
r e c o v e r ,  and d iscard  a r e c o v e r y  po in t "  

e s t a b l i s h r n  D-; 
b e n i n  if ( s t a t u s = o p e n )  & w r i t t e n t o  
"ensu re  d i s c  copy r e p r e s e n t s  c u r r e n t  f i l e  s ta te"  
IO.writedisc(filemap[activepagenol , pagebuffer)  ; 
i n i  t i a l i  se-cac he ; 
c a c h e . o l d f i l e s t a t u s  : = s t a t u s ;  "checkpoint f i l e  s t a t u s t 1  

# a e s t a b l i s h r p ;  

r e c o v e r y  D r O C e d U r e ;  

b e R  i q res e t t h e  n ec e s sar y i n -  c o r  e v a r  i ab 1 e stt 
If s t a t u s  = closed o p e n f i l e  activepageno:=O; 
for each e n t r y  i n  cache . r eg ion  & 

9' i n d e x  : f i lemapindex;  oldpage : discaddress; 

benin extract-from-entry(  oldpage,  index);  
E l .  r e l e a s e d i s c p a g e (  f i lemap[ index] ; llthrow new page away" 
f i lemap[index]  :=oldpage; "reset filemapl' 
- end f o r  loop;  

c a c h e . o l d f i 1 e s t a t u s  = closed then c l o s e f i l e ;  
t, id yup-cac h e  ; 
- end r ecove ry ;  

discard r p  Drocedure; 
- v a r  index  : f i lemapindex;  o ldpage  : discaddress; 
betzin for each e n t r y  i n  c a c h e . r e g i o n  & 

b e a i n  extract-from-entry(oldpage,index); 
& I  .releasediscpage(oldpage); "throw o l d  page away" 
end f o r  l oop ;  

t idyup-cac he ; 
- end d i sca rd rp ;  

c 

I 
c 
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"type and v a r  d e c l a r a t i o n s  as  b e f o r e  excep t  f o r  t h e  cache" 

tvDe c a c h e e n t r y  = record oldpage : d i s c a d d r e s s ;  
newpage : d i s c a d d r e s s ;  

endrecord; 

... 
recovervcache cache : record housekeepingvars  : . . . ; 

r e g i o n  : a r r a y [ l . . P ]  af cacheen t ry ;  
endrecord; 

e n t r y  p r o c e d u r e  o p e n f i l e ;  . . . 
s n t r y  p r o c e d u r e  c l o s e f i l e ;  . . . Ita s be for err 
e n t r y  p r o c e d u r e  w r i t e l i n e (  . . . ) ; . . . "as before"  
e n t r y  p r o c e d u r e  r e a d l i n e ( .  . . ) ; . . . "as be fo re"  
p r o c e d u r e  g e t p a g e ( . . . ) ;  ... as b e f o r eo 

as b e f o re 

p r o c e d u r e  copybackpagebuffer;  
- v a r  newpage : d i s c a d d r e s s ;  
b e a i n  if cacheing-required "record r ecove ry  datal '  

benin newpage:=El.getdiscpage; 
"cache o l d  and new d i s c  page addres ses"  
put-in-cache( filemap[ index]  ,newpage) ; 
fi lemap[ index]  : =newpage; "reset f ilemap" 
a; 

I O .  w r i  t e d i s c (  f ilemap[ index]  , pagebuf f e r )  ; 
- end copybackpagebuffer;  

esta b l i s h  r R  Drocedure; 
bea in  i n i t i a l i s e - c a c h e ;  
a e s t a b l i s h r p ;  

r ecove ry  Drocedurg; 

bea in  f o r  each e n t r y  i n  cache . r eg ion  &I 
oldpage,newpage : d i s c a d d r e s s ;  

beKin extract-from-entry(  oldpage ,newpage) ; 
El. releasediscpage(newpage) ; "throw new page awayff 

f o r  loop;  
t i d  yup-cac he ; 
a recovery;  

d i sc a r d r  D D r O C  ed ure; 

begin f o r  each e n t r y  i n  cache . r eg ion  &I 
oldpage ,newpage : d i s c a d d r e s s  

benin extract-from-entry(oldpage,newpage); 
E l  .releasediscpage(oldpage); "throw o l d  page away" 

f o r  loop;  
t idyup-cac he ; 
- end d i s c a r d r p ;  
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